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Unapproved Tools and Unauthorized Software

NASA aims to provide its users with modern, collaborative software that enables the
Agency's mission. Approved software for NASA means that the software has been
vetted and reviewed by NASA IT security and the service is managed or procured by
NASA.

v Covered Article Portfolios
v Cybersecurity Blocks Repository

v Unauthorized Software - Situational Awareness Report (SAR)

Unapproved Tools and Unauthorized Software List

The table below includes a limited list of software products and categories that are unauthorized for agency use. A



complete list is available from the Cybersecurity Blocks Repository in the GitHub repository.

Software Category Reference
CamScanner Document Scanning Federally Banned Application
Cryptocurrency

All versions including Bitcoin-Qt,
BitComet, BitPay, Coin Tick, Electrum,
Exodus, Ledger Live, MacMiner

Cryptocurrency

NASA Policy Directive 2540. 1K

Discord Collaboration Tool OCIO Unapproved Tool
DropBox File Sharing OCIO Unapproved Tool
File Sharing File Sharing NASA Policy Directive 2540.1K

All versions of iDrive

Gaming and gambling - All versions

Gaming and Gambling

NASA Policy Directive 2540.1K

Collaboration Tools
All versions GoToMeeting, Zoom

Collaboration Tool

OCIO Unapproved Tool

Grammarly

Writing Assistance

OCIO Unapproved Tool

Hacker Tools
All Versions

Hacker Tools

NASA Policy Directive 2540.1K

Kaspersky Antivirus

Security

Federally Banned Company

Online Gaming
All versions including AliPay, QQ
Wallet

Online Gaming

Federally Banned Company




Online Payment
Alipay, WeChat Pay, QQ Wallet

Online Payment

Federally Banned Company

Personal VPN

All versions including Betternet VPN,
Macfee Safe Connect, StrongVPN,
TAP-ProtonVPN, TorGuard,
TunnelBear, Tunnelblick, Windscribe

Personal VPN

NASA Policy Directive 2540.1K

Prezi

Presentation Software

OCIO Unapproved Tool

Project Management
Asana, Monday.com, Trello

Project Management

OCIO Unapproved Tool

Remote Access

All versions including AnyDesk,
Chrome Remote Desktop, GoToAssist,
LogMeln, Mikogo, TeamViewer

Remote Access

NASA Policy Directive 2540.1K

SHAREit File Sharing Federally Banned Application
?.ﬁ(cTisLll\q_:iant QQ Social Media Federally Banned Company
Vmate Video Federally Banned Application
WeChat Chat Federally Banned Company
WPS Office Office Productivity Federally Banned Application
Yammer Chat OCIO Unapproved Tool
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